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MES BUILDING SOLUTIONS 
Data Protection Policy 
 
1.0 Introduction 
 MES Building Solutions processes personal data relating to employees, workers, 

clients, suppliers and business contacts. This data is essential to the operation of 
the business and must be handled lawfully, fairly and securely. 
 

 This policy should be read alongside MES Building Solutions’ Data Privacy Notices 
(Applicants, Employees and Clients), which provide detailed information on how 
personal data is collected, used, retained and shared for specific groups. 
 

 This policy sets out how personal data must be collected, handled and stored to 
ensure compliance with the UK General Data Protection Regulation (“UK GDPR”) 
and the Data Protection Act 2018. 
 

 MES Building Solutions is committed to protecting the rights and freedoms of 
individuals and ensuring that personal data is not misused or disclosed unlawfully. 
 

 Failure of employees to comply with this policy may result in disciplinary action 
and, in serious cases, could constitute gross misconduct. 
 

 

2.0 Purpose of this Policy 
 This policy ensures that MES Building Solutions: 

 

  Complies with data protection law and follows best practice 
 

  Protects the rights of employees, clients and other individuals 
 

  Is transparent about how personal data is processed 
 

  Protects the organisation from risks associated with data breaches 
 

  Demonstrates accountability and compliance with legal obligations 
 

 

3.0 Data Protection Principles 
 MES Building Solutions processes personal data in accordance with the UK GDPR 

principles. Personal data must be: 
 

  Processed lawfully, fairly and in a transparent manner 
  Collected for specified, explicit and legitimate purposes 
  Adequate, relevant and limited to what is necessary 
  Accurate and kept up to date 
  Retained only for as long as necessary 
  Processed securely to prevent unauthorised access, loss or damage 

 
 MES Building Solutions will be able to demonstrate compliance with these 

principles in accordance with the accountability principle. 
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4.0 Scope of this Policy 
 This policy applies to: 

 
  All employees, workers, contractors and consultants 
  All personal data processed by the organisation 
  All formats of data, including electronic systems, paper records and 

communications (including email) 
 

 Personal data includes any information relating to an identifiable individual. 
 

 

5.0 Data Protection Risks 
 The organisation faces a range of data protection risks, including: 

 
  Unauthorised disclosure of personal data 
  Loss or accidental destruction of data 
  Cybersecurity threats 
  Failure to comply with legal obligations 
  Reputational damage 
  
 These risks are managed through appropriate technical and organisational 

measures. 
 

 
 
6.0 Data Classification and Access 
 MES Building Solutions classifies personal data based on sensitivity and risk to 

ensure appropriate controls are in place. 
 

 Restricted Employee Data 
 Access is limited to authorised personnel (e.g. Directors, HR, Data Protection 

Lead). 
 

 This may include sensitive employee data such as payroll, disciplinary records, or 
medical information where permitted by law and where an additional condition 
for processing under UK GDPR and the Data Protection Act 2018 applies. 
 

 The Directors have appointed Tom Reynolds, Operations Director as the 
organisation's Data Protection Lead, responsible for overseeing compliance with 
this policy. 
 

 Client and Business Data 
 Access is restricted to employees who require the information for legitimate 

business purposes. 
 

 Controls 
  Access permissions are assigned based on role and necessity 
  Access is regularly reviewed 
  Personal data must only be accessed where required for business 

purposes 
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7.0 Roles and Responsibilities 
 All Employees 
 All individuals must: 

 
  Comply with this policy 

 Handle personal data securely 
 Only access data where necessary 
 Report any actual or suspected data breaches immediately 

 
 Failure of employees to comply with this policy may result in disciplinary action 

and, in serious cases, could constitute gross misconduct. 
 

 Management and Data Protection Lead 
 The Data Protection Lead is responsible for: 

 
  Monitoring compliance with this policy through audits, reviews and 

investigations where appropriate 
  Advising on data protection obligations 
  Handling subject access requests 
  Managing data breaches 
  Reviewing third-party data processing arrangements  
  Ensuring that appropriate Data Processing Agreements are in place where 

third parties process personal data on behalf of MES Building Solutions 
  Ensuring appropriate security measures are in place 

 
 All employees are required to complete data protection training where 

applicable. 
 

 
 
8.0 General Data Handling Guidelines 
 Employees must: 

 
  Only access data necessary for their role 
  Not share personal data informally 
  Use strong passwords and keep them confidential 
  Ensure data is kept accurate and up to date 
  Dispose of data securely when no longer required 

 
 Any suspected data breach must be reported immediately. 

 
 
 
9.0 Data Storage 
 MES Building Solutions takes data security seriously and has implemented 

appropriate technical and organisational measures to protect personal data. 
 

 Personal data must be stored securely: 
 

 Paper Records 
  Kept in secure, locked storage 
  Not left unattended 
  Destroyed securely (e.g. shredding) 

 
 Electronic Data 
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  Stored on approved systems and servers 
  Protected by passwords, encryption and firewalls 
  Regularly backed up 

 
 Devices 
  Personal data may only be stored on authorised devices 
  Devices must be password protected and encrypted 
  Mobile devices should have remote security capability where appropriate 

 
 

10.0 Data Use and Sharing 
 When using personal data, employees must: 

 
  Ensure it is only used for legitimate purposes 
  Share data only through authorised and secure channels 
  Apply appropriate safeguards when sending data electronically (e.g. 

encryption) 
  Avoid unnecessary duplication of personal data 

 
 MES Building Solutions does not carry out automated decision-making or profiling 

that has a legal or similarly significant effect on individuals. 
 

 
 
11.0 Data Accuracy 
 MES Building Solutions will take reasonable steps to ensure personal data is 

accurate and up to date. 
 

 Employees must: 
 

  Update data when inaccuracies are identified 
  Minimise duplication of records 
  Verify information where appropriate 
 Marketing data (where applicable) must be checked against appropriate 

suppression lists in line with legal requirements. 
 

 
 
12.0 Data Subject Access Requests (SARs) 
 Individuals have the following rights under the UK General Data Protection 

Regulation ("UK GDPR") and the Data Protection Act 2018: 
  The right to be informed about our collection and use of personal data 
  The right of access to the personal data we hold about you  
  The right to rectification if any personal data we hold about you is 

inaccurate or incomplete 
  The right to erasure (also known as the right to be forgotten), which allows 

you to request the deletion of your personal data where there is no 
compelling reason for its continued processing 

  The right to restrict (i.e. prevent) the processing of your personal data 
  The right to data portability (obtaining a copy of your personal data to re-

use with another service or organisation) 
  The right to object to MES using your personal data for particular purposes 
  Rights with respect to automated decision making and profiling 
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 If you wish to exercise any of the above rights, then please contact us using the 
details in section 19 and we will do our best to solve the problem for you. If we are 
unable to help, you also have the right to lodge a complaint with the Information 
Commissioner’s Office (ICO) if you believe that your data has been processed in 
a manner that does not comply with data protection law. 
 

 For further information about your rights, please contact the Information 
Commissioner’s Office or your local Citizens Advice Bureau. We will respond to all 
legitimate requests within one month, unless an extension is permitted under 
applicable law. 
 

 
 
13.0 Lawful Disclosure of Data  
 Personal data may be disclosed where required by law, including to: 

 
  Regulatory bodies 
  Courts or legal proceedings 
  Law enforcement agencies 

 
 All such disclosures must be authorised and properly assessed. 

 
 
 
14.0 Data Breaches 
 A data breach includes loss, unauthorised access, disclosure or destruction of 

personal data. 
 

 Reporting 
 All breaches must be reported internally immediately. 

 
 ICO Notification 
 Where a breach is likely to pose a risk to individuals: 

 
  The ICO must be notified within 72 hours 
  Affected individuals must be informed where there is a high risk 
 Breach assessments will be carried out without undue delay to determine whether 

notification is required. 
 All breaches (including those not reported externally) must be recorded. 

 
 
 
15.0 Lawful Basis for Processing 
 Personal data will only be processed where permitted under UK data protection 

law. The main lawful bases we rely on are: 
 

  Performance of a contract  
  Compliance with a legal obligation  
  Legitimate interests (where these are not overridden by the rights and 

interests of the individual)  
  Consent (where required)  
  Vital interests (for example, in emergency situations) 

  
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16.0 Data Protection Impact Assessment (DPIAs) 
 MES Building Solutions will carry out a Data Protection Impact Assessment (DPIA) 

where processing is likely to result in a high risk to the rights and freedoms of 
individuals. 
 

 A DPIA will be completed before such processing begins and will be used to 
identify, assess and minimise data protection risks. 
 

 The Data Protection Lead will determine when a DPIA is required and maintain 
appropriate records of completed assessments 
 

 
 
17.0 Data Retention 
 Retention periods are set out in the organisation’s Data Retention Schedule, 

taking into account legal, regulatory and business requirements. Where specific 
retention periods are not defined, personal data will be retained only for as long 
as necessary to fulfil the purposes for which it was collected, including to meet 
legal, regulatory or contractual obligations. 
 

 
 
18.0 International Data Transfers 
 Personal data may be transferred to countries recognised by the UK Government 

as providing an adequate level of protection or through approved transfer 
mechanisms. 
 

 Where personal data is transferred outside the United Kingdom, appropriate 
safeguards will be used, including: 

  UK International Data Transfer Agreement (IDTA) 
  International Data Transfer Addendum to EU Standard Contractual 

Clauses 
 Transfers will be subject to risk assessment. 

 
 
 
19.0 Changes to our Data Protection Policy 
 We keep this policy under regular review and will update it from time to time. This 

version is dated 15.07.26. 
 

 Please contact us if you have any questions. For all data protection queries, 
please contact our Data Protection Lead at: 

 By e-mail to; info@mesbuildingsolutions.co.uk 
 

 By post to; MES Building Solutions, Newark Beacon, Cafferata Way, Newark, 
Nottinghamshire, NG24 2TN 
 

 Midland Energy Services Ltd.  (trading as MES Building Solutions) acts as a data 
controller in respect of personal data collected from clients. In certain 
circumstances, we may also act as a data processor on behalf of our clients in 
line with UK GDPR and Data Protection Act 2018. 
 

 Should any person be unhappy with our response, if they need any advice or 
have any concerns as to how their data is processed or wish to lodge a 
complaint, this should be via the Information Commissioners’ Office as below: 



7 
MES Data Protection Policy v.06    

Document Reference: MES-IP015       Document Version 06   Version Date 15.07.26 

 ICO helpline 
Telephone: 0303 123 1113 
 

 MES’s registration number with the Information Commissioners’ Office is ZA421564. 
 

 
 
 
The effectiveness of this policy will be regularly reviewed by the Directors.   
 
 
 

 
……………………………………………………………. 
For MES Building Solutions  
Tom Reynolds, Operations Director 2026 


